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Norw e g ia n  Ma rit im e  Cyb e r Re silie n ce  Ce n t re

Bu ild in g  u n ifie d  re silie n ce  a g a in st  cyb e r t h re a t s  fo r No rw e g ia n  Sh ip p in g  

a n d  Ma rit im e  Se c t o r

Hvorfo r d ig it a l s ikke rh e t b ø r h a  e t  foku s

Sjøsikke rh e t skon fe ra n se n 22. Se p t e m b e r 20 21
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A typical maritime cyber security 
presentation
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Where are we headed?

P ictu re : DNV

P ic tu re : Fo rb e s
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Yearly Footprint of Norwegian Shipping
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A THOUGHT EXPERIMENT
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SECURITY RISK ASSESSMENT

From  BIMCO Th e  Gu id e lin e s  on  Cyb e r Se cu rit y On b oa rd  Sh ip s , 4 t h e d it ion , p u b lish e d  in  De ce m b e r 20 20
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SECURITY RISK ASSESSMENT

Im p a c t
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What have we seen so far?

• Microso ft  Exch a n g e  Vu ln e ra b ilit y re la t e d  com p rom ise s

• Bu sin e ss  Em a il Com p rom ise  – Fin a n c ia l Fra u d

• Ra n som w a re

• W h a t  a b ou t  a t t a cks t ow a rd s m a rit im e  OT syst e m s t h e n ?
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No rw e g ia n  Ma rit im e  Cyb e r  Re s ilie n c e  Ce n t re

Ou r Va lu e s :
Tru st e d

So lid

In n o va t ive

Ou r Se t -Up :
Mu t u a lly o w n e d  b y 

No rw e g ia n  Sh ip o w n e rs  a n d  

Op e ra t o rs

Ou r Vis io n : 

Un ifie d  re silie n ce  

a g a in st  cyb e r t h re a t s  fo r 

Norw e g ia n  Sh ip p in g  a n d  

Ma rit im e  Se c t o r
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History
November 2019

Join t  in it ia t ive  b y DNK a n d  

Norw e g ia n  Sh ip ow n e r 

Assoc ia t ion

P re -p ro je c t  st a rt e d

March 2020

P ro je c t  g rou p  e st a b lish e d

3 p e rson n e l

Fa c t  Fin d in g  – in p u t  from  

m e m b e rs a n d  o th e rs

October 2020

Boa rd  a p p rova l from  DNK 

a n d  Norw e g ia n  

Sh ip ow n e rs Assoc ia t ion . 

NORMA Cyb e r w ill b e  

e st a b lish e d  a s a  Jo in t  

Ve n tu re

January 2021

NORMA Cyb e r st a rt s 

op e ra t ion s

June 2021

Se cu rit y Op e ra t ion s Ce n t re  

(SOC) se rvice  op e ra t ion a l

Current Status

8  Em p lo ye e s55 Me m b e r
o rg a n isa t io n s

Re p re se n t e d  w it h  
1 331 Ve sse ls

Office s  a n d  Op e ra t io n s  
Ro o m  in  Oslo , No rw a y

Se rvic e s :

• In t e llig e n ce  & in fo rm a t io n  
sh a rin g

• Re sp o n se

• Se cu rit y Op e ra t io n s  
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Security OperationsIntelligence Response

• Re lia b le  a n d  t im e ly in fo rm a t io n  

a n d  in t e llig e n ce  fo r d e c is io n  

su p p o rt

• 24 /7 Cyb e r Re sp o n se  Se rvice

Our Services
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Our Team

Ma n a g in g Dire c t o r

Lars Benjamin Vold

Ch ie f Te ch n ica l Office r

Øyvind Berget

He a d  o f In t e llig e n ce

Arne Asplem

In t e llig e n ce An a lyst

Øystein Brekke-Sanderud
In t e llig e n ce An a lyst

Marthe Brendefur

Se n io r An a lyst –

Ve sse l Te ch n o log y

Se n io r Se cu rit y 

Ad viso r

Cyb e r Se cu rit y 

An a lyst

Jabber Abbas Nils Johan Gabrielsen Eivind Kristiansen
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Norw e g ia n  Ma rit im e  Cyb e r Re silie n ce  Ce n t re

Contact information

NORMA Cyb e r OP S:

op s@n orm a cyb e r.n o

24 /7 In c id e n t  a n d  Cris is  n u m b e r: +4 7 90  98  97 37

Ad m in ist ra t ive  q u e rie s: 

con t a c t@n orm a cyb e r.n o

Qu e st ion s?

mailto:ops@normacyber.no
mailto:contact@normacyber.no
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